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@ OPTO SHIELD

OPTOShield: Designed
to deal with issues of

access control,
compliance and threat
protection

Transforming the Enterprise

With delivering workplace transformation and hybrid solutions natively
integrated into Microsoft Teams, SCB Global understand security is
paramount for the enterprise to be able to continue operations working
from anywhere, with the knowledge that access control, compliance and
threat protection is taken care of.

= Inline Real-time DLP OEC:>O Channel Management

=4, Inspect content passing through Microsoft (@) Move, archive and export channels in Microsoft
Teams in real time. O  Teams.

Ethical Wall 0O  Recording Al Compliance
% Control external and internal I AnaIVSIS
communications and permissions. Audio & video analysis for DLP and eDiscovery
needs.
Archive and eDiscovery >\~ Risk Engine
74 Compliance archive. Search and export Geofencing and user and entry behaviour
information easily and fast. analytics (UEBA).
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Inline Real-time DLP:

Real-time control for the
everywhere enterprise

OPTOShield can block or
mask all data that is defined
OPTOShield a market as sensitive in real time,
leader when it comes to before arriving to its
destination.

Real-Time DLP inspection.

Offers a built-in DLP engine.

Has unique capabilities to
handle both messages and
files as well as audio and

video.
OPTOShield Advantages
=>» Prevention of data leaks. =)» Address end-user unawareness and
control what they can share and with

whom.
= Internal risk mitigation.

> DLP inspection can be done by

=> Addresses many important limitations utilizing existing DLP infrastructures
of Microsoft's DLP solution. of leading vendors.
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Taking control with
OPTOShield's Ethical Wall

Federation with external users/guests.

Internal communication between different
AD/AAD groups/users/domains/Teams.

Control specific collaboration options

What features does the Ethical Wall have?

o 2,22 Covers all Microsoft Auditing and reports for
W Teams scopes: chat, training and awareness
teams & channels and
meetings
fe Works like a firewall —
‘ Notifications = popups ‘\ scans policies from top to
and in-context J bottom
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Archive and eDiscovery:
Compliance archive -
Search and export
information easily and
fast

Advanced search by text,
user, dates and more

O

Archive data on cloud or on
site

O

Integrate with existing
eDiscovery systems

O

Search for personal
information and export user
data

O

See message context in
incidents

O

Support files and
messages
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What is it?
OPTOShield helps you to meet

GDPR and compliance
requirements with a full on-cloud

or on-prem data dashboard
independent of O365. Easily
integrated with existing
eDiscovery and archiving
solutions.

Channel Management for
OPTOShield

The only solution in the market
capable to deal with the most
solicited requirement for
Microsoft Teams: Archive, Export,
Move, Copy & Merge Channels.
Remove the clutter, increase
productivity, archive everything.
Channel Management helps your
Microsoft Teams environment
evolve with your changing
business.

-—
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What can users expect?

OPTOShield transcribes in near-
real time audio and video for DLP
and eDiscovery purposes. Users
can get an in-depth analysis that
includes detection of named
entities, emotions, sentiments,
automatic scene generation,
labels and keywords.

What can users do?

Analyse on-screen video with
OCR, search meeting content
using eDiscovery, inspect
meeting audio & video by DLP
policies, enforce company
policies on meeting attendees
and many more features.
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Recording Al
Compliance Analysis:
Audio and video analysis

for DLP and eDiscovery
needs

Features of Recording Al
Compliance Analysis

Enforce recordings based on flexible
policies; meeting eDiscovery - make
meeting searchable by many
parameters; automatically inspect
meeting content by DLP and Ethical
Wall policies; transcript of all users
meeting audio; on-prem storage of
audio/video recordings and
integrated with leading DLP vendors.
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OPTOShield's
Risk Engine -
Geofencing and user and

entity user behaviour
(UEBA)

OPTOShield solution specialising
to limit threats and risks

e Set Geofencing rules based on groups, domains or users.
» Allow, block or monitor access from specific countries.

User Entity Behavior Analytics - UEBA

» Profile Microsoft Teams usage (messages, files, hours,
devices, IP etc).

e Detect anomaly.

e Create and handle security events.

Eg. Location change / impossible traveller and large data consumptions.
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OPTOShield

for Microsoft
Teams Topology

As a Microsoft Teams Solutions
Partner with Trusted Advanced
Specialization accreditation,
SCB Global have the expertise
and know hot to navigate

your enterprise to hybrid

SCB Global’s OPTOShield is fast
becoming the essential

management tool for the new .
hybrid workforce. OPTOShield workplace transformation,
provides greater visibility, control

and compliance in an ever .
evolving business landscape. HE Microsoft

in a safe and reliable way.

Solutions Partner

Modern Work
Meet your SCB Global Team
| !i_
Troy Plewa James Whelan Francine Troumpoucis
Channel Manager Channel Manager — Channel !Vlanaierl bal
Email: tplewa@sch-global.com Email: jwhelan@scb-global.com mait: rou.mpouas@sc -global.com
Tel: +1 602 834 1489 Tel: +1773 716 3740 Tel: +1773 739 6814

JP Salopek Marilee Crispo

Channel Manager Channel Manager
Email: jsalopek@sch-global.com Email: mcrispo@sch-global.com
Tel: +1 614 3254911 Tel: +1 905 818 5391
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